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ABSTRACT: Data breaches are perhaps the single most significant risk that banks face today. In the financial
industry. Aside from the direct costs involved in these breaches, like lost funds, increased insurance expenses and
fines, and penalties, institutions also must contend with the indirect costs. Loss of reputation and consumer trust are
not easy to quantitatively measure, but it’s guaranteed the price is very high.
Unfortunately, banks need to face an ever-evolving set of threats because of the nature of their business. They
hold sensitive financial records that bad actors are known to target, and with methods that are always shifting.
Consequently, security cannot be static to meet these threats. It must be a continuous process to monitor and respond
to new risks as they emerge. Also, compliance needs to be built into the overall process to meet the stringent privacy
regulations for the financial industry. Data security for banks is undoubtedly a challenge, but a holistic approach may
make it easier to manage.
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1. INTRODUCTION
As we know the financial industry is among the most regulated in the world. There are strong data security requirements

for banking and financial industries due to the sensitive and private data that they deal with.
The banking sector has been under attack for hundreds of years. First, it was the physical theft of monies. Then it was

computer fraud. Today, it’s not only fraud but hacks into servers to obtain a customer’s personally identifiable information
(PII). Hence, the reason why security in banking is of utmost importance. As individuals and companies perform most
transactions computer, the risk of a data breach increases daily. This is why there’s a greater emphasis to examine the
importance of security in banking sector processes [1].

In today’s world, banks have to think big when it comes to security. It is no longer enough to secure the system and
think everything is safe. With hackers attacking major insurance companies, universities, and even the federal government,
a multi-layer approach to data and system security is no longer just suggested, it’s necessary [2].

Managing banking threats and monitoring data is much more complex today than it was in the past. Historically, banks
only had to control access to physical paper records by placing them in a vault and protecting their perimeter. While the
digital landscape made banking much more convenient, it also opened it up to a whole host of threats. Stores of data with
valuable personal information attracted the attention of cybercriminals who used a range of attacks to gain access.

Those that don’t encrypt put themselves at risk for stiff government penalties, fines, lawsuits, and more.
The obvious reason for the importance of security in banking sector transactions is to protect customer assets. PII can

be redirected to other locations and used for malicious activities.
Not only does this affect the customer. It also greatly harms the bank while they attempt to recover the data. When it’s

taken hostage, the bank might need to pay hundreds of thousands of dollars to release the information. In turn, they lose
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the trust of their customers and other financial institutions [3].
That’s not the only thing that happens when steps for security banking aren’t implemented. The customer needs to

cancel all their cards and start new accounts – possibly at another bank. And though their funds are protected by the
FDIC, it doesn’t stop criminals from trying to use their PII [4].

2. LITERATURE
A database is a collection of information—preferably related information and preferably organized. A database consists

of the physical files you set up on a computer when installing the database software [5].
By definition, a database is a structured object. It can be a pile of papers, but most likely, in the modern world it exists on

a computer system. Databases and database technology are having a major impact on the growing use of computers. It is
fair to say that databases play a critical role in almost all areas where computers are used, including business, engineering,
medicine, law, education, and library science, to name a few [6].

In a centralized database, all the data of an organization is stored in a single place such as a mainframe computer
or a server [7]. Users in remote locations access the data through the Wide Area Network (WAN) using the application
programs provided to access the data. The centralized database to the system, therefore could easily become a bottleneck.
But since all the data reside in a single place it easier to maintain and back up data Furthermore, it is easier to maintain
data integrity, because once data is stored in a centralized database, outdated data is no long available in other place. A
centralized database is one that has all the information of the database stored in one physical location within a network [8].

Database design is the process of producing a detailed data model of database. This data model contains all the needed
logical and physical design choices and physical storage parameters needed to generate a design in a data definition
language, which can then be used to create a database. A fully attributed data model contains detailed attributes for each
entity [6] .

The process of doing database design generally consists of a number of steps which will be carried out by the database
designer. Usually, the designer must :

• Determine the data to be stored in the database .

• Determine the relationships between the different data elements .

• Superimpose a logical structure upon the data on the basis of these relationship .

3. BANK DATABASE DESIGN
Database designs also include ER (entity-relationship model) diagrams. An ER diagram is a diagram that helps to

design databases in an efficient way . Attributes in ER diagrams are usually modeled as an oval with the name of the
attribute, linked to the entity or relationship that contains the attribute.

4. BANK MANAGEMENT DATABASE DESIGN
A database management system (DBMS) is a collection of programs that enables users to create and maintain databases

and control all access to them. The primary goal of a DBMS is to provide an environment that is both convenient and
efficient for users to retrieve 9 and store information Figure (2.2). DBMS is software designed to store and manage
database to gets :-

• Data independence and efficient access .

• Reduced application development time .

• Data integrity and security .

• Uniform data administration .

• Concurrent access and recovery .
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FIGURE 1. bank database

FIGURE 2. bank management system
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5. DATA ENCRYPTION STANDARD (DES)
Data encryption standard (DES) has been found vulnerable against very powerful attacks and therefore, the popularity

of DES has been found slightly on the decline. DES is a block cipher and encrypts data in blocks of size of 64 bits each,
which means 64 bits of plain text goes as the input to DES, which produces 64 bits of cipher text. The same algorithm and
key are used for encryption and decryption, with minor differences. The key length is 56 bits. The basic idea is shown in
the figure

We have mentioned that DES uses a 56-bit key. Actually, the initial key consists of 64 bits. However, before the DES
process even starts, every 8th bit of the key is discarded to produce a 56-bit key. That is bit positions 8, 16, 24, 32, 40, 48,
56, and 64 are discarded

Thus, the discarding of every 8th bit of the key produces a 56-bit key from the original 64-bit key. DES is based on the
two fundamental attributes of cryptography: substitution (also called confusion) and transposition (also called diffusion).
DES consists of 16 steps, each of which is called a round. Each round performs the steps of substitution and transposition.

6. BANK SYSTEM FRAMEWORK
Banking System consists of database (including several tables) and several forms connected with the tables in the

database, these tables information displaying about Banking management and these entire table displaying to the admin
these
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FIGURE 3. bank framework
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7. CONCLUSIONS
The developed system is capable of storing data and managing processes bank in bank. Encryption customers data is

one of the functions of the system. The model was successfully applied by conducting an analysis of each Item, as it was
part of the function of the system.

The integrity and confidentiality of the customers data and passwords stored in the bank was successfully secured
using DES algorithm by encrypting all the data customers and passwords in the database. Only items selected for after
displayed by the data grid view will be decrypted. Main functions like adding, deleting, uploading and searching items
are embedded in the system. With the developed system. Full implementation of the developed system is recommended.

In order to allow for future expansion, the system has been designed in such a way that will allow possible modification
as it may deem necessary by the Bank management, whenever the idea arises.
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