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ABSTRACT: This study presents an autoencoder model designed for secure image reconstruction through the
integration of encryption and decryption layers within its framework. The major goal is to achieve more effective
image reconstruction while safeguarding data integrity. A convolutional neural network (CNN) is first utilized as the
primary architecture, attaining a reconstruction accuracy of 90.63% with 2.3737x107* losses. This brought an
opportunity for further improvement, and thus we propose the improved model with the integration of CNN and
bidirectional gated recurrent unit (BiGRU) as hybrid model. The integration of CNN-BiGRU leverages the feature
extraction advantage of CNN and the temporal processing ability of BiGRU to a great improvement of reconstruction
accuracy, reaching 95.57% and validation accuracy stabilizing around 0.85 at the end of training. The model exhibits
great accuracy without significant overfitting, thus acquiring robust characteristics crucial for precise image
reconstruction. In this work, the hybrid model outperforms the conventional CNN-only architectures for secure image
reconstruction and can thus be considered a potential approach when high fidelity with security is required in
processing image data.

Keywords: Autoencoder (AE), Convolutional neural network (CNN), Bi-directional gated recurrent neural

network (BiGRU), Deep learning (DL).
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1. INTRODUCTION

Image data, due to the rapid development of the digital era, has become highly essential in many fields such as health
care, national security, media, and personal privacy. This wide usage, on one hand, brings enormous advantages, but on
the other hand, it also increases the vulnerability with respect to data theft and manipulation [1]. Security and
confidentiality of user image data is paramount. Protection strategies regarding image data have been developed over
time to fulfill these requirements. Encryption protects sensitive data against illegal access and interception, while hash
functions detect transmission faults and malicious attacks. In image encryption, chaotic systems act as pseudo-random
number generators, and the advanced encryption standard (AES) algorithm has been adopted in secure communication
protocols, Wi-Fi password encryption, and data compression in order to achieve high security [2]. These approaches are,
therefore, still far from achieving an appropriate balance between security performance and efficiency of encryption in
the light of efficacy.

Recently, DL finds much important applications in the domain of image processing [3], [4], [5]. Deep learning has
attracted considerable attention as a promising alternative, leveraging multi-layer neural networks to extract hierarchical
features from raw image data. CNNs have been exhibiting huge advantages in both comprehensive computer vision jobs
and image domain translation applications [6], [7]. While it previously took longer, the development in DL has more than
accelerated research in the field of artificial intelligence, making it an exceptional tool that offers numerous benefits
across a wide range of industries and scientific disciplines. This fast progress has allowed the application in many
scientific areas [8]. The end-to-end DL methodology, especially autoencoders (AES), receives increased interest due to
the fact that they are capable of improving the performance of an entire system. It is very useful in places where the exact
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models are either unavailable or too expensive to compute [9]. Stacked AE neural networks are used for compressing
images, and subsequently, a chaotic logistic map encrypts them [10].

Employing parallel computing with stacked autoencoders reduces runtime complexity and concurrently improves
the efficacy of the encryption process [11]. A bidirectional diffusion-based image encryption algorithm is utilized to
encrypt 8-bit RGB color images. Thereafter, lossless compression utilizing autoencoders is employed on the encrypted
image to enable compression [12]. The autoencoder primarily functions to convert the image into a feature matrix,
subsequently encrypted with the AES technique. The decryption and reconstruction of the original image take place on
the receiver's end [13]. Encryption methodology for color images utilizing a convolutional AE [14]. The application of
convolutional AE for image compression and subsequent encryption produces significant results in maintaining image
quality while enabling safe transmission [15]. In previous studies, dense layers and CNNs were employed to develop
AEs for encryption and decryption tasks. It is important to note that these studies did not investigate the hybrid structure
of DL techniques. In this work, we initially construct an AE using CNNs. Subsequently, we create a hybrid structure that
combines CNN with BiGRU for the purpose of encrypting and decrypting images. We employ the CIFAR-10 dataset in
this research, the CIFAR-10 dataset contains relatively simple images and is used in this work due to the extensive use
as a benchmarking dataset and its appropriateness for preliminary assessment of model performance. However, we note
that this may limit the generalization of the model to more complex or diverse datasets. Future work will alleviate this
limitation by training and evaluating the model on a wide range of datasets so as to ensure applicability in real-world
settings. A substantial enhancement in accuracy is evident in the results, which are achieved through the integration of
CNN and BiGRU in the hybrid structure. This work is executed in the Python programming language on the Google
Colab platform, which provides a friendly environment supported with specific libraries that facilitate the replication of
the experiments and the analysis of results.

The subsequent sections of this work are organized as follows: Section 2 explains the architecture of the CNNbased
AE model. This is followed by a description of a hybrid AE architecture that integrates CNN with BiGRU layers. Section
3 presents the simulation results accompanied by an extensive discussion of the findings. Ultimately, Section 4
encapsulates the principal conclusions drawn from this work.

2. DESIGN OF THE DEVELOPED AUTOENCODER

This section consists of two primary subsections: the first discusses the design of the CNN-based AE, and the second
explains the design of a hybrid AE architecture that integrates both CNN and BiGRU layers.

2.1 DESIGN OF CNN-BASED AE

In this work, a convolutional autoencoder is designed to reconstruct images from the CIFAR-10 dataset with a deep
neural network architecture tuned to capture high-order image features with high data compression and reconstruction.
The approach will be subdivided into four major stages: data preprocessing, AE architecture design, model training, and
performance evaluation. CIFAR-10 data loading in the data preparation process is composed of 32x3%3 RGB images;
here, only the images have been retained and labels discarded since this is an unsupervised learning activity.
Normalization of image data consists of scaling the pixel values in the range of [0, 1], which, for reasons of computing
efficiency and improving model convergence, serves to diminish input variance. Normalization is a critical step in any
deep learning workflow, and in particular in cases where an activation function like ReLU and sigmoid is involved, which
are sensitive to the input scales.

The architecture of AE mainly comprises two vital parts: an encoder and a decoder, along with a middle
transformation layer for increasing the security of data, which is visualized in Fig. 1. An encoder is formed by three
consecutive convolutional layers, each followed by MaxPooling layers that decrease the spatial dimensions progressively
while maintaining the most salient information intact. Activation for the encoder layers is done by ReLU, a nonlinear
function which will enable the model to learn complex feature hierarchies by selectively activating neurons. The encoder
outputs a feature map, a compact representation of the most important information in the input; this maps the 32x32
image onto a 4x4 feature map with eight channels. An encryption layer is integrated after the encoder to enhance data
security and introduce non-linear change to the latent space, consisting of a dense layer with 128 units. This layer
functions as an "encryption" layer, adding complexity and non-linearity to the encoded representation, which may
improve privacy for some applications where data security is paramount. This transformation maps the encoded feature
set onto a higher-dimensional space, enhancing information density and further condensing the representation.

After encryption, a corresponding dense layer (256 units) functions as a "decryption” process, transforming the
latent representation into a format suitable for the succeeding decoder. This layer reshapes the data appropriately for
decoding, corresponding to the encoder architecture. The decoder replicates the encoder's architecture in reverse,
progressively UpSampling the compressed features to recover the original image dimensions. Convolutional layers utilize
UpSampling, substituting MaxPooling with UpSampling layers to incrementally recover the spatial dimensions. The up-
sampling procedure reinstates detail, whilst convolutional layers enhance the restored characteristics. The last layer
utilizes a sigmoid activation function to revert pixel values to the normalized [0, 1] range, aligning with the original input
format. This AE employs padding in its convolutional layers to preserve the spatial dimensions of the feature maps
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across both the encoder and decoder components of the AE. Padding="same' is employed in every convolutional layer to
guarantee that the output dimensions correspond to the input dimensions of each layer.

The CAE model employs the Adam optimizer, which adaptively modifies the learning rate throughout training, and
utilizes mean squared error (MSE) [16] as the loss function, selected for its effectiveness in quantifying pixel-level
reconstruction error. The MSE significant deviations between the original and reconstructed pixels, directing the network
to successfully minimize reconstruction loss. The CAE is trained on the CIFAR-10 dataset for 50 epochs using a batch
size of 256, optimizing memory efficiency and gradient estimation precision. Model generalization is assessed by
recording validation loss and accuracy on a distinct test set following each epoch. This configuration facilitates
monitoring the model's capacity to reduce reconstruction error while preserving accuracy in both training and validation
datasets. Simultaneously, an auxiliary convolutional model is developed employing a comparable methodology,
integrating batch normalization layers subsequent to each convolutional layer. Batch normalization stabilizes the learning
process by mitigating internal covariate change, expediting convergence, and enhancing model performance [17].
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FIGURE 1. - The structure of CAE.

2.2 DESIGN OF HYBRID BIGRU-CNN-BASED AE

This work implements an advanced AE model that integrates CNN and BiGRU layers to accurately reconstruct
images from the CIFAR-10 dataset, while incorporating an intermediate encryption layer to improve feature robustness
and security as shown in Fig. 2. The CIFAR-10 dataset is first preprocessed by normalizing pixel values to the range [0,
1] to enhance the efficiency of neural network training. Each image, initially a 32x32 RGB representation, is reconfigured
to conform to the input dimensions specified by the AE. The model's architecture comprises three primary components:
a CNN encoder, a bidirectional GRU-based encoding layer featuring encryption and decryption, and a CNN decoder.
Within the encoder, a series of convolutional layers systematically extracts hierarchical feature representations. The initial
convolutional layer has 32 filters with a 3x3 kernel with ReLU activation, succeeded by max pooling to reduce the feature
map's dimensions. Another convolutional layer with 64 filters picks up the finer features, which are further reduced by
another max pooling layer. The output is flattened and reshaped into the dimension (16, 256) as a means of facilitating
this transfer from CNN to BiGRU layers for sequential processing. A Bidirectional GRU layer consisting of 128 units
subsequently processes these features, both forward and backward temporal dependencies, hence enriching the encoding
with sequential context necessary for higher reconstruction quality. The encoded features traverse a dense layer,
functioning as an "encryption" method by mapping to a lower-dimensional latent space of 128 units with ReLU activation,
so assuring a resilient and compressed feature representation. A second decryption layer with 256 units symmetrically
re-expands these features, so restoring the requisite dimensionality for decoding. A second Bidirectional GRU layer,
analogous to the encoding GRU, reformats the decoded features into a spatial arrangement of (16, 16, 16), facilitating
efficient CNN-based reconstruction. The CNN decoder, analogous to the encoder, utilizes convolutional layers and
UpSampling to invert the encoding processes, gradually reinstating the original image resolution. The concluding
convolutional layer, equipped with three filters and a sigmoid activation function, produces pixel values ranging from 0
to 1, so reconstructing the image with maximal accuracy. The model is trained utilizing the Adam optimizer with MSE
as the loss function, across 50 epochs and a batch size of 256, incorporating both training and validation datasets to assess
performance.
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FIGURE 2. - The structure of CNN-BiGRU-AE.

Moreover, recurrent neural networks (RNNs) are commonly employed to discern relationships in sequential data
characterized by temporal dependencies. The long short-term memory (LSTM) model is especially good at handling
problems of vanishing gradient and gradient explosion, commonly seen in standard RNNs. GRU is a variant of LSTM,
where the issue of gradient explosion is prevented, and it uses gate cells in order to control the input flow within the
network. This makes GRU simpler than LSTM in its implementation. On the other hand, GRU is the simplified version
of LSTM that also uses a version of gated cells to control the information flow within a network and hence is easier to
implement than LSTM [18]. Each GRU cell comprises two gates: an update gate and a reset gate. An update gate governs
the influx of control information into the subsequent moment, whereas a reset gate manages the retention of information.
The two gates collectively determine the output of the concealed state [19]. Fig. 3 elucidates the architecture of the GRU
unit, which derives the final output by integrating the current input tx, and the preceding state h,_,, while accounting for
the cumulative effect of these gates. A summary of the internal gate outputs of the GRU unit is presented below [20].

e =0 (W, [he_y, txi] +by)

ze =0 (W, [he_y, txe] +b,)

h, =tanh (W, [fri © hi_q, tx; ] +by)

he =(1-2)Qhe_y +2, Qhy (1)

where W,., W, and W,, represent the weight matrices for the reset gate, the update gate, and the fresh memory
computation, respectively. The bias vector b, b,, and b, are interrelated. The sigmoid function o is employed for both
the reset and update gates. In memory computation, the hyperbolic tangent activation function is referred to as tanh, while
the Hadamard product is symbolized as ©.
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FIGURE 3. - Diagram illustrating the structural elements of a GRU memory unit, modified from [19].
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3. RESULTS AND DISCUSSION

At training, the CAE's performance is assessed by quantitative and qualitative evaluations. the model’s performance
as depicted by the loss and accuracy curves suggests that it has effectively learned the task while avoiding overfitting as
explain in Fig. 4. The rapid convergence of both losses to near-zero and the stabilization of both accuracy curves around
90% demonstrate efficient learning and good generalization capabilities. After the CAE is trained, the value of accuracy
=90.63% and losses = 2.3737x107*, The small difference between training and validation metrics across epochs reflects
a well-tuned model that can perform reliably on unseen data, as it has not merely fit the training data but also learned
features that generalize across the dataset. As shown in Fig. 5, the similarity between the two histograms indicates that
the reconstructed image aligns with the original for overall brightness and contrast distribution. Using CAE preserves a
high level of accuracy, accurately reflecting the original image's intensity distribution while minimally sacrificing finer
features. This is a favorable result, particularly if the objective is to preserve the overall visual integrity of the original
image with little perceptual degradation. The reconstructed images are qualitatively produced by processing test images
via the trained CAE as shown in Fig. 6. Original and rebuilt images are presented adjacently to evaluate reconstruction
fidelity visually. This visual assessment aids in determining the extent to which the CAE maintains critical visual
attributes following compression and reconstruction.

Loss over Epochs Accuracy over Epochs

0.030 1 —— Train Loss
— Validation Loss 0.90

0.025 1
0.85 1
0.020 H
0.80 1

0.015 1

Loss

Accuracy

0.75 1

0.010 H

0.70 4

0.005 1

0.65 —— Train Accuracy
0.000 - — walidation Accuracy
T T T T T T T T T T T T
o 10 20 30 40 50 o 10 20 30 40 50
Epochs Epochs

FIGURE 4. - The variation of (a) losses, (b) accuracy with respect to epochs, respectively, using CAE.
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FIGURE 5. - The histogram of (a) original image, and (b) reconstructed image, respectively, using CAE.

BN EBEINS
BN EBEINS

FIGURE 6. - The original images, and reconstructed image, using CAE.
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Figure 7 (a) depicts the training and validation loss, whereas Figure 7 (b) displays the training andvalidation accuracy
across 50 epochs for the CNN-BiGRU AE model developed for secure image reconstruction. At the outset, both training
and validation losses are elevated, indicating the model's untrained condition. As training advances, the loss on both
datasets markedly diminishes, with the training loss consistently nearing zero, indicating successful learning. The
validation loss initially declines, then stabilizes at roughly 0.5 after around 15 epochs. This peak signifies effective
generalization, exhibiting limited deviation from the training loss, indicating only marginal overfitting. The accuracy plot
demonstrates a swift improvement in both training and validation accuracy, with training accuracy approaching 95.57%
and validation accuracy stabilizing around 0.85 at the end of training. The near alignment of these curves signifies that
the model exhibits great accuracy without significant overfitting, thus acquiring robust characteristics crucial for precise
image reconstruction.

Figure. 8 illustrates the histogram of the reconstructedimage; the reconstructed image roughly replicates the original
in terms of overall brightness and contrast distribution. Employing CNN-BiGRU AE maintains a high degree of precision,
faithfully representing the original image's intensity distribution. In Fig.9, he original and reconstructed images are
displayed side by side to visually assess reconstruction fidelity. This visual evaluation assists in assessing the degree to
which the CNN-BiGRU AE preserves essential visual characteristics after compression and reconstruction.

This work focuses primarily on reconstruction accuracy and loss metrics in assessing the performance of the
proposed model. However, | ware that other performance measures, such as processing speed and robustness against
various types of noise, are also important. Such indicators are necessary for a well-rounded evaluation, particularly for
practical applications. Future research will involve such assessments, where the model will be further tested under various
noise conditions and computational constraints to provide a fuller description of its performance.
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FIGURE 7. - The variation of (a) losses, (b) accuracy with respect to epochs, respectively, using CNN-
BiGRU AE.
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FIGURE 8. - The histogram of reconstructed image, respectively, using CNN-BiGRU AE.
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FIGURE 9. - The original images, and reconstructed image, using CNN-BiGRU AE.

4. CONCLUSION

This work introduces an AE model with encryption and decryption layers for secure image reconstruction. Data
integrity and enhanced images reconstruction are the main goals. The initial architecture, a CAE, achieved 90.63%
reconstruction accuracy. We proposed integrating CNN with BiGRU to create a hybrid architecture for further
development. The CNN-BiGRU integration uses CNN's feature extraction and BiGRU's temporal processing to improve
reconstruction accuracy to 95.57%. Our hybrid model outperforms CNN-only solutions in secure image reconstruction
tasks, making it a possible method for high-fidelity, secure image data processing, with the objective of generating high-
quality image reconstructions while minimizing loss and maximizing accuracy. This work can be expanded to implement
another encryption technique such as chaotic encryption and incorporate it in developed AE to achieve higher security.
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